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Services Businesses

Financial services businesses need to protect 
non-public personal information (NPI) and 
financial data against leaks and 
cybercriminals. Unencrypted data, malware, 
non-secure third-party services, and the ever 
evolving digital landscape are all challenges 
that financial services companies face today. 
The repercussions on a financial, legal, and 
reputational level of not protecting NPI and 
other financial data can be extremely costly.

Key Regulations and Compliances

The Gramm-Leach-Bliley Act (GLBA) of 1999 
changed the way financial institutions do 
business. Financial institutions must have the 
means to protect private information and must 
have “the administrative, technical, or physical 
safeguards to access, collect, distribute, 
process, protect, store, use, transmit, dispose 
of, or otherwise handle customer information.” 
Financial services companies that are found to 
violate GLBA may face fines of up to $100,000 
for each violation.

How Cocoon Data Helps 
Financial Services Companies 
Meet the Challenges

Cocoon Data keeps NPI and financial information 
safe with our highly secure platform that’s also 
easy to use. Cocoon’s patented encryption 
technology, and several other high security 
features, keeps financial data safe and secure. 

Solution Overview

Other so-called secure file sharing solutions fall 
short when it comes to protecting your company’s 
most sensitive data. Only Cocoon Data has the 
capabilities required to keep your data truly safe.
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Key Features of Cocoon’s Data Sharing Platform

End-to-end patented encryption 
technology keeps financial documents 
and data safe but always accessible. 
Each piece of data is encrypted with its 
own unique AES 256-bit key. 
Administrators can log in and “Kill the 
Key” to any file at any time.

Dynamic watermarking allows the recipient to 
see the financial file, but they cannot 
download, copy, or print it. Cocoon’s 
technology stamps the recipient’s email 
address across the file as a watermark to 
prevent screenshots or screen scraping.

Geofencing allows financial services 
organizations to set location restrictions 
for data access on a digital map, right 
down to a specific building. If a recipient is 
outside of set location, they cannot 
access the shared financial data.

1TB of storage supports a large range of 
financial file and object types and sizes 
(>1GB depending on connection speed).

Multi-Factor authentication ensures the 
people logging into Cocoon Data and 
accessing any financial services data are 
who they say they are. 

Reporting on usage and logging of all 
activities keeps track of any and all 
access to financial files and data.

Powerful security controls protect 
users and the documents they share. 
Granular access controls provide an 
added layer of security at the 
individual document level.
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Benefits

Cocoon Data takes the burden off of IT and/or financial services organizations who lack the 
time and resources needed to protect financial data. Using Cocoon Data’s data sharing 
platform, companies in the financial services industry can thwart data breaches and avoid the 
financial and reputational ramifications due to potential data breaches. 

Why Cocoon Data?

Cocoon Data empowers financial services organizations to share regulated or sensitive data with 
confidence. Through powerful access controls and patented encryption technology, Cocoon Data 
supports compliance standards for the financial services industry. Trusted by businesses globally, 
Cocoon Data is easy to use, affordable, and incredibly secure.


